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Case Study

Accurate asset inventory
canlead to significant
time and money savings.




Meet the Expert

Francois Brunet

Senior Infrastructure Consultant

A French manufacturer andretailer of luxury products
contacted Capgemini to:

o Deployanassetdiscovery solution
o Setuptheintegrationwith the new CMDB to store the
company’s IT assetinventory

Brunet and his team first utilized ServiceNow ITOM (IT Operation
Management) to create a proof-of-concept (POC), but had
issues getting the asset data via unauthenticated scans.

The team thenlooked at Qualys as an alternative data source
for ServiceNow Discovery, but the system was too slow.

Then, Brunet and his team discovered runZero.




Problem

Meeting aclient’s
demands

Capgemini’s client, a French
manufacturer andretailer

of luxury products, tasked
Capgeminito deploy anew
configuration management
database (CMDB)to store
and manage the company’s
IT assetinventory.

Specifically, Brunet and his
teamneededto meet their
client’sdemands:

VISIBILITY ACROSS AN
EXPANSIVE ENVIRONMENT

UNAUTHENTICATED
SCANNING

o SCALABILITY ACROSS
7
O MULTIPLE REGIONS
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REQUIREMENT1

VISIBILITY ACROSS AN EXPANSIVE ENVIRONMENT
The client wanted to capture information about the IT
assets they owned and purchased, whichwould be a
challenge because of the sheer size of the company.
The giantretail company owned an enormous inventory
of IT assets spread throughout multiple data centers,
warehouses, and retail stores from multiple brandsin

several geographic regions.

REQUIREMENT 2

UNAUTHENTICATED SCANNING

The client’s CISO specifically required that the asset
inventory solution be unauthenticated, meaning the scans
neededto be able to gatherinformation about devices on

the network without credentials.

REQUIREMENT 3

UNAUTHENTICATED SCANNING

The solution had to span a global network divided into
threeregions and serve the company’s support and

operations departments.

WRONG PRODUCTS, WRONG OUTCOMES

To meet their client’s requirements, initially Brunet and

his teamrelied on ServiceNow ITOM (IT Operations
Management) to create a proof-of-concept (POC). The
POC revealedthat ServiceNow met theirrequirements,
but they were struggling to get the asset data they needed
viaunauthenticated scans-especially into managed and
unmanaged assets. The team looked at Qualys as an
alternative data source for ServiceNow Discovery, but the

system (scanned through appliances)was too slow.



Solutions

Real solutions
with runZero

Brunet'steam needed another
solution. They discoveredrunZero,
which delivered everything they’'d
beenlooking for: operational speed
and unauthenticated discovery.
runZero’s asset discovery process
was fast, efficient, and worked
flawlessly without credentials.
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SCANNING AT
SUPERSONIC SPEEDS
Brunetwas very pleased with
the accuracy of runZero’s
ability to discoverand capture

datafornetworked devices.

The speed of runZero’s
discovery capability was orders
of magnitude betterthan other
solutions. runZero scanned
anentireretail storeinunder
two minutes, sometimes
completing the processinjust
thirty seconds. The teamwas
also ableto scanasmalldata
centerinlessthan six minutes
and alarge data centerin

thirty minutes.

Eventually, the client’s IT team
putrunZero to a major test

by scanning a /12 subnet with
overamillionusable hosts per
subnet. The processraninjust

five days.



Outcomes

Nevertoo late
with runZero

SAVING MONEY WHILE STAYING SECURE
Accurate assetinventoryisimportant not only for
security, but for financialreasons as well. Another
client of Capgeminihad outsourced theirdata
centermanagement to a third-party company.
The management company was billing the client
forthousands of devices. When Capgeminiran
runZero for the client, the discovery process
reduced the over-estimated assetinventory by
athird. Thisreductionininventory translated to

substantial cost savings for the client.

RICH API FUNCTIONALITY

Anotherbenefit Capgeminifound with runZero
isthe product’srobust APl feature. Ontheir first
attempttoimport assetinventory datafroman
AWS cloudimplementation, Capgeminiwas

100% successful.

FUTURE COLLABORATION

Capgeminihas more ideas to capitalize on
runZero's powerful capabilities. As the company
studies clients’ data center migrationsinto

the cloud, runZero will collaborate with an
accurate picture of the assetinventory, enabling
Capgeminito provide a precise project plan with

known scope, schedule, and cost estimates.
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runZero delivers the most complete security visibility possible,
providing organizations the ultimate foundation for successfully
managing exposures and compliance. Rated numberone

on Gartner PeerInsights, theirleading cyber asset attack
surface management (CAASM) platform starts delivering
insightsin literally minutes, with coverage for both managed

and unmanaged devices across the full spectrum of IT, OT, |oT,
cloud, mobile, and remote assets. With aworld-class NPS score
of 82, runZero has been trusted by more than 30,000 users to
improve security visibility since the company was founded by
industry veteran HD Moore. To discover the runZero Platform
foryourself, start a free trial today or visit the website.

Reduce overall risk
by gaining visibility
into your network.

Try runZero for Free



https://www.runzero.com/try/
https://twitter.com/runZeroInc
https://infosec.exchange/@runZeroInc
https://linkedin.com/company/runzero/
https://www.youtube.com/c/runZeroInc
https://github.com/runZeroInc
https://www.runzero.com/try/
https://www.runzero.com

